Introduction:
Random numbers are essential in cryptography,
statistics, and simulations — but how do we know

if computer-generated numbers are truly random?

This project explores and compares two Python-
based random number generators, random and
secrets, and evaluates their output using formal
statistical tests. By combining coding with data
analysis, the project aims to understand how
secure and reliable these generators are for real-
worlduse. ..

Objectives:

o Generate random integers using Python’s
random and secrets modules

e Evaluate randomness using Runs and Chi-
Squared statistical tests

o Compare output quality and determine
suitability for secure applications

Methodology:

| generated 100 random integers from both the
random and secrets modules, within the range of
1 to 500.To evaluate their randomness, | applied
two statistical tests:

e Runs Test - checked if numbers appear in a
random order based on the mean.

e Chi-Squared Test - compared how often each
number appeared.

| used Python tools including numpy, scipy.stats,
and statsmodels to perform the analysis in a
reproducible and consistent way.
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Results:

| tested the output of both modules using two
statistical tests (picture below). In both cases,
the p-values are above 0.05, meaning we fail to
reject the null hypothesis - the numbers appear
random and uniformly distributed. The secrets
module showed slightly more consistent
performance, which aligns with its purpose as a
cryptographically secure generator.

Generating and testing random data from two sources:

=== Handom Module ===
Generated Random Mumbers:
[392, 58, &5, 54, 169, 493, 414, 377, 397, 132, 489, 287, 252, 459, 162, 328, 99, 3.

215, 142, 491, 85, 438, 157, 45, 277, 172, 434, 328, 192, 265, 71, 446, 150, 420, 448, 480, 498, 314, 375
335, 186, 103, 129]

Number of samples: 188, Range: [1, 568]
Runs Test -» Z-statistic: @.2175, p-value: 8.8279
=» Seguence appears random (fail to reject Ha).
Chi-Squared Test -» Chi-stat: 540.8000, p-value: 8.2994
=» Distribution appears uniform (fail to reject HE).

Secrets Module ===
erated Secure Random MNumbers:
73, 443, 3, 118, 234, 24, 29, 334, 315, 1@9, 26, 500, 94, 156, 500, 477, 261, 251, 43, 128, 421,

327, 311, 358, 237, 464]

Number of samples: 188, Range: [1, 568]
Runs Test -» Z-statistic: 8.8433, p-value: ©.3999
=» Segquence appears random (fail to reject Ha).
Chi-Squared Test -» Chi-stat: 490.0888, p-value: B8.6847
=3 Distribution appears uniform (fail to reject HE).

Interpretation:

The statistical tests showed that both the random and secrets
modules produced numbers that were random in sequence and
uniformly distributed - with p-values above 0.05 in both tests.
This indicates that neither sequence showed signs of predictable
patterns or skewed distribution. However, the secrets module was
slightly more consistent, which supports its intended use in
cryptographic contexts where security is essential. These findings
are consistent with existing research and highlight the importance
of choosing the right generator based on application.

def runs_test(data):
-
Performs a Runs test to check the randomness of a sequence. It converts
each value to 1 if >= mean, otherwise @, then uses runstest_lsamp.
Parameters:
data (list): Seguence of integer wvalue
Returns:
{float, float): A tuple containing the Z-statistic and the p-value.
-
mean_val = np.mean{data) # Compute mean of the data
binary_seq 1 if x »= mean_val else @ for x in data
z, p_value runstest 1samp{binary_seq) # Perform the Runs test

return z, p_value # Return the test statistic and p-value
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8, 358, 471, 173, 478, 335, 22, &, 219, 289, 233, 312, 246, 472, 187,
4@, 111, 482, 237, 45, 226, 218, 283, 58, 386, 238, 172, 71, 289, 37, 17, 428, 278, 477, 446, 283, 331, 142, 297, 494, 164, 288, 45, 286, 493, 125, 244,

201, 425, 27, See, 384, 158, 128, 89, 17,

3 4@1, 115, 165, 219, 347, 286, 367,
459, 253, 495, 186, 448, 272, 116, 118, 477, 281, 7, 66, 322, 288, 33, 176, 112, 171, 463, 247, 355, 232, 91, 125, 217, 436, 328, 291, 326, 247,
@, 434, 413, 231, 484, 431, 195, 447, 262, 285, 135, 588, 413, 217, 382, 36@, 466, 114, 474, 178, 86, 4@6, 385, 3,

31e, 127, 168, 139,

267, 186, 430, 194, 442, 468,

Challenges & Learning:
During the project, one of the main challenges was learning hov
to interpret statistical outputs like p-values and what they imp
about randomness. | also worked on writing clean, reusable

Python code, which helped me improve my coding structure a
clarity. Finally, by using tools like statsmodels and scipy.stats,
gained practical experience in applying real statistical tests

through programming — something | had not done before.

Future Work:
If time allowed, | would expand the dataset to at least 10,C
100,000 values to obtain stronger statistical confidence. |
also include additional randomness tests such as the Kolmo
Smirnov test and autocorrelation analysis to evaluate deep
structure. Adding visual tools like histograms, QQ-plots, a
autocorrelation plots would provide more intuitive insight
Finally, comparing Python’s output with similar generators
Java, or C++ would help explore cross-platform difference
performance trade-offs.

Conclusion:
This project successfully evaluated two different appro:
random number generation in Python. Statistical testing
confirmed that both methods produced random and we
distributed outputs, with the secrets module showing
better consistency. The work allowed me to combine
interest in mathematics and coding while gaining hanc
experience with statistical testing and data validatio
strengthened my understanding of how randomness is
and measured in real-world systems, especially in seg
computing.
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